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<o TRENUIANTALAUL b f2

& Hetwork Connections

Crgankze *

L‘. ttal Area Conee i
= Hetnork

&2 TrtelR) PRO/LODC MT Netrork Cor...

o B oo [

=12
@I:’“)‘_ |+ corralFand » Netwerk ax Interet - Hztwork Comactars = = i3] | s=mrch Memwerk Lonnactans 2]
e 8

.' Tocal & pa Tomm=t Lo 7
N

o wr
AT TatliR) FROJ2000 M Nebnork Con,

[ l|Fewes 20 -

U @ hansdeindinisauau b meglunsaadiniies

<. Mnseasuinfinueuddumesitdnliddsudolu Intemet dusdouss

Auwrsevnenieluliuasud

bo®o

& Hetwork Connections

Y

allu LAN dagU e« iiiedeninnaufinga TMG

Crgankze *

Gil= IrtelR) PROSLODC MT Netivork Cor.,

nsm|_ ?& =4 ;:

=@l
@f\r\)‘— | &+ contralFansl » Netwerk ax Int=rnet = Network Comeciars = = i3] | s=mrch Memwerk Lonnactans 2]
£-ae
;. 1aN L Tl
4= lindentfied nebanrk = Uinicendified nemerk

AT TatliR) FROJ 2000 M Nebnork Con,

- 1237
[alrac 22.-

U @& Wavugeminuauiielvidennumung

wlwy Useivany
Azt wgMsiiay lsaSsuinuingnes
drilnauaiunnsfinuuszoudnuunusil e o



bl

& MMnsasAnsanau MdeusanielupIadnenda LAN 1u Private IP failfe
IPaddress WU eocb.ebz.e.e (HBovzilugnduinuasain)
Subnet mask: 10u & & be&d.o

U <&
TTE— T
é':_\)‘_ |7 + cortralFand + Netwerk ac Int=ret « Hetwork Comeciars = = i3] | s=mrch Memwerk Lonnactans L]

Crpdnia v Misa de lisnelnork bvie Dlagrose bisconoeclion Revame is coone: lon

ol hisiorecdin B2 o+ | &

Intermnet Protecol Version 4 [TCP/IPw4 )

nork
FL0DC MT Netwark Cor JEREEEED

¥ou c2n get I2 setdnge sssigned auzamratically if voor natwork sLpports

thiz cagablity. Otwerwze, you need w ask your nemwork scrinistabo-
for the spproorate 1= satrge.,

[ Oatzin an IP 2dd-ess automaticely
—I% e b fboming TP mJ.l-m-.——fr

I zddress: 122 . 168 . i

Suaretmass 205,205,255 0
D=falzgaenay: . .

) Qrobsif DG server address auzamatiz=l

[ Uge the falowing ONS serve- add-esses:

Preferred NG server: " "

Aterrate DME sarver: o o
I~ Valdate setinzs pon cxt Advanced.. |
-m Garcel

o] B bd o [F (o[ o

U @& fsenlefivesnisanaunlddesonIavieniely

b, WINNSFIAINSALALTT UM BUNBSILANTD Internet $18 Public IP nSaifil 1P
934 alsaSeuveeiieu 1Judil

IP address 1 oRdb.?nbee.bec
Subnet mask: Uy eebeebed bew
Default gateway Uy erb.cmloce. oo

Preferred DNS server 13u om.eED.0&.&
Alternate DNS server LHu woam.enb.beb.ce
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€ chear o [P aderess atometicaly
% Uee te Folowrg 1- adcress:

IP adzress: 182. 33 .241.213
subnet mack: b, tba . 2ab L 298
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Forefront Threat Management Gateway boeo %39 TMG boeo fall

YUNDUNTSAAAY Forefront Threat Management Gateway boeo %38 TMG koo
®. launulusunsu Forefront Threat Management Gateway boeo LULATOA?

selvdumtinaewmy fagu <o lindnideny Run Preparation Tool

I £

agement Gateway 2010

icrosoft Forefront TMG

Before You Start
Resd Deploymen: Guide
H«éy Feeasa Motes

Prepare _dlnstal]

H 7] I

gﬂ <.e MﬁwaLLiﬂ‘UmmSam@fﬂ Forefront Threat Management Gateway boeo
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b. WeAdNn?l Run Preparation Tool kd3delanagu <. Tindn Next
]

Welcome to the Preparation Tool for Microsoft
Forefront Threat Management Gateway (TMG)

Thie toal varfise that all faaturee required by Forsfront MG are inetalled and zorfigured on
the computer. Depending on your deployment selection, some or all of these features wil be
installed, Intemet comedtivity may be required:

*Windows Roles and Features

‘When preparztior completes, a computer restart may be required.

\'Dac{> I Neadt = I Cancel llelp

e

. AzuNnguihiuanstennasiunisidnureniuiinuy .« Wisudent
M accept the terms of the license Agreements
WAIAAN Next

e =
i License =

This solution requres that you nsiall sach of the fallowing software features and agree to their licenss terms.

Plzase review the license terms.

MICROSOFT SOFTWARE LICENSE TERMS ﬂ

Beluw are e sels of Livense Terms Lthal cover thee diferent Microsoll products. The produds
covered Dy these licerse terms are:

LICENSE 1
Microsoft Chart Controls tor Microsoft NET Framework 3.5 and 3.5 5P1

LICENSE 2
Microsoft Windows Installer 4.5 =]

Ba eure fo carsfully read and underetand all of the righte and reetrictione dezerbed inthe EULA. You muet acospt the terme of
the FLII & hefore the prodiicts ~an he downlnzded and nefalled onoyonor comp ter

| Fave read, undestcod ard zgreedto thetemns of fhe End Lser License Agreements anc sc signify by clicking "l accapt the
temns of the License Agreemerts™ and wsing these products.

W | accapt the temms of the Licerse Agreements

+ Dack Nest > Cancel | leb |

U @« nihisuansdennadlunisidanuvendng

[
Y

< lunidsnednun augl oo AlMasnIneeinns TMG boeo Livimtind
azlsU19Mdl A
- Forefront TMG services and Management 1Jun1sania TMG wieuiu
d‘ IS a v
LAT0DUIITINNITVO TMG
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- Forefront TMG Management Only fldensu

WPIDILDUSUNTINNS

- Enterprise Management Server (EMS) for

(%
=1

U

&

[
(%

LAARILANIZA

centralized array

management LJUNSANALATBINDUSINTIANTEIUSUNNTUSIITIANTT

U TMG wane9 6 Felddm3u Enterprise Edition

Ferefront TMG Preparation Tool

Installahion Type
Sedect he Tweliol TMG inslallalion Lype T Ue conmpuler.

{* rorefront TMG services and Management

ForeTont TMG services and features will be installed.
The managenent conscle will also be inslalled W manage Fureionl TMG compulers.

¢ Forefront TMG Manag only
The management conscle will be installed to remote’y manage Forcfiom: TMG computers.

¢ Enterprise Management Server {EMS) for centralized array management
Tite computerwill be usediar centralizzd mansgement of Forefon TG arass.

Chok MNext io becin prepanng the computer.

<Back | Mex> |  Camcel

Help

g‘d &.60

wilunilisnaghndelugluuuunid fie duusn Forefront TMG  services  and

Management iiaidanuailinan Next

& Wansuasingnisnsiaaeuszuuniil oo

Forefront TMG Preparation Tool

Preparing System

Plzase wait wnile the Preparaion Tool downloads, ingtalls and configures the requirec feaures.

Ix

Configuring Windows Roles and Features ...

Started 1:01:12 P\, running for 0:00:71

<Back tiews | [ Cancel |

Help

E‘U .06
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b, WAIINTUABU Preparation t@5aduLallinaniden

|Zl Launch Forefront TMG Installation Wizard  13a7¢

oo

welisnadnyu Finish Azdigiuneuludiurenis Installation au3U <ol

Forefront TMG Preparation Tool X

Preparation Complete

All preequisite features are installed and configured.

+ Windows Roles and Feztures (jrstalled successiully!

N

¥ Launch Ferefront TMG Installztion Wizard

< Black: I Finiigh I Cancsl Hels

E‘U &.ob

o, dmTuTUABUNNSAAAY (Installation) MUY €.om MALTIATN Next sty

Microsoft Forefront TH n Wiz 2]
% The llation Wizard is progressing as foll
5I
P Core Compane
s Welcome to the Installation Wizard for
Forefront TMG Standard

Additional Compa

Syt Tty Ths wizarc willinstall Forefront TMS on vour computer

VWARNING: Thiz progrzm Is protectzd by copyrghtlaw and
int=rnatinnal freati=s.

To continue, dik Mext

< Back: I Mawt = I Cancel

g‘d &.G6m

<. Mntuatlinugl o Tadudennainisldgensvag Tiadnden
M accept the terms of the License Agreements
Waingiunaun1singwes TMG boso el
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% The Installation Wizard is progressing as folk
{& Forefront TMG Standard Installation Wizard x|
P CoreG License A nt

Iezze read the following lizense agreement carefully
Additional Compa

System nitislizatl |\ 3cROSOFT SOFTWARE LICEHSE TERMS ﬁl
MICROSOFT FOREFRONT THREAT MANAGEMENT GATEWAY 2010

STANDARD EDITION

MICRUS0H HOREFRON] THREAL MANAGEMENT GAITEWAY 2010
ENTERPRISE EDITION

These licenze terms zre an agreement between Microsoft Corporetion (or

based on where you lve, one of its affiliztes) and you. Plaase raac tham. They
apnly to the snftware named ahowve, which includes the media on which you
received it, if any. The terms also apply to any Microsoft ;I

¥ [ aczep: the terms n the license agreement
" [ donot accept the terns in the licznse acreement

<Back | rext> | ¢

U o unmsvausudonnaansldvensiuag

& a3l od Wudunoulildsizazidenvedlsusous (aeldflanialildnls)
a1 Product Serial Number: agldunlvignlusfiae 1isiaan Next

i‘é‘n Forefront TMG Standard Installation Wizard ) x|

Customer Information
Flease enter your customer details,

User Name:

Product Serial Mumber:
|EDJ6H |_|\-'JJTE |_|F‘8W93

_|MxMMR |-|P.JH9F |

< Back I Mext = I Cancel
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I U

oo Tunihisdanmugy oo WWudumns
Next Liertnguneudnlulimas

&

AR TMG woeo adhl 1vimdn

i'§ Forefront TMG Standard Installation Wizard

Installation Path
You can change the installation path, or dick Next to accept the default path.

|

Installation path for Forefront TMG:

C:\Program Files\Microsoft Forefront Threat Management Gateway |

Change... |

< Back I Mext = I Cancel

U <o

oo Junindrsdauinuil oo slunisiimuatilefivennievionisly
(Internal Network) @9:5718111509MA18u1a9be  wakuzin s muuan lliag

ji# Forefront TMG Standard Installation Wizard i

Define Internal Hetwork

Spedfy the address ranges you want induded in the Forefront TMG Internal
network.

ki

Click Add to spedfy the network address ranges.

Internal Metwork Address Ranges (from-ta):

< Back ek = Cancel

U Cou
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51N

0©.31n3U oo WiTAanUy Add... aziintreges Addresses UsIngusiniugy

.60

[ Addresses |
i Forefront TMG Standard

. These are the IP address ranges induded in this network.

Define Internal Network
Specify the address ranges you want Start Address I End Address I Add Adapter...

network.
Click Add to specify the network addre e
Femove |
Internal Metwork Address Ranges (frol
Add Private |
Add Range. .. |

oK I Cancel

W o

om.1iAdN Add Range... Tumti1sing Addresses agUsInguinsing IP Address Range

Properties TunU o 1NTONAT
Start address: WU exo.opz.0.0 End address: 11U oxl.ob bEE wEE

waIrdnYy OK

i 3 ST
jis Forefront THMG Standard Instaliat{ioNSETOR = e SUu_— I o

Define Internal Network 1P Address Range Properties il

Spedfy the address ranges youv  Spedfy the range of IP addresses:

network.

Click Add to e e itk Start address: End address:
[192.18. 0 . 0 | 192 . 168 . 255 . 255

Internal Network Address Ranges

oK I Cancel

PECTET 8

B

OK Cancel

U Cox
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eno

o \ioAdnty OK Ui aznduangniieing Addresses eawilen
Start address: 1 eclo.0bz.0.0 End address: WU oxlo.obz bed bee i
AdnYy OK ilafidunsdely

o luntiinadnuiniugy cwo azvonisritlefingluaiusoldlddudu
mneialadonnsadla Seifefisdilitues Windn Next

i?é'n Forefront TMG Standard Installation Wizard

Define Internal Network

Spedfy the address ranges you want induded in the Forefront TMG Internal
netwark,

Click Change to edit or add the address ranges. Change |

Internal Metwork Address Ranges {(from-to):

Ix¢

192.168.0.0-192., 168, 255. 255

< Back I Mext = I Cancel

g‘d & bwo

oo Tunthinednunugy <oe wdun1sudeitusznindan TMG boeo %l
wasiabangan syt Wsiadn Next

jii Forefront TMG Standard Installation Wizard )

Services Warning
Dwring installation, some services running locally on this computer will be
restarted or disabled.

|x¢

Services that will be restarted during installation:

SMMP Service

115 Admin Service

World Wide Web Publishing Service
Microsoft Operations Manager Service

Services that will be stopped during installation:
Routing and Remote Access Service

< Back I MNext > I Cancel

g‘d < be

wlwy Useivany
Azt wgMsiiay lsaSsuinuingnes
drilnauaiunnsfinuuszoudnuunusil e o



ne)

oo luniiwinuInIugyU bl STUUNTBUNLAAGT TMG boso Wil luaaniiUy
Install 1VeI3UYINNTFAAAY TMG boso 399ElHIa1U50 e&-ao W1 AU
Usedninmueuniaadsniies augy <lom

i Forefront TMG Standard Installation Wizard |

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

< Back I Install I Cancel

U <ol

it Forefront TMG Standard Installation Wizard =[O ]
Installing Forefront TMG
The program features you selected are being installed.

Please wait while the Installation Wizard installs Forefront TMG. This may
take several minutes.

Status:
Copying new files

I

+ Back I [k = | Cancel

E‘U & om
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oc. WoRnaasaazsnguinanugl <o WisAdn Finish Aasdunisiasadu
M3AARY TMG lboeo

B Microsoft Forefront TMG Installation Wizard

Installation Wizard Completed

Ix¢

The installation has faied.

For troubleshooting help, see the Setup logs:
C:\WindowsTemp

C:\Program Files {(x86)\microsoft sgl server\10015etup
Bootstrap\LOG\Files,

Click Finish to exit the wizard.

U <o

oct. WIBITANALATIILUTINGMIEMINTU b wazmNMsAnAuden
M Launch Forefront TMG Management when the wizard closes L&IAGN
Finish Aagtdun1silan1susmsinnsvesi TMG boso TN

B Microsoft Forefront TMG Installation Wizard

Installation Wizard Completed

£

The Installation Wizard completed successfully.

¥ Launch Forefront TMG Management when the wizard doses

Click Finish to exit the wizard.

U <o
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FaNAontA1e Getting Started Wizard 9z UnTun mugd <los ioliausuus

(W Getting Started Wizard x|

Welcome to Forefront TMG!
To get started, follow the three steps below:

" 5 Configure network settings
‘:> ' Define network settings for Forefront TMG, including IP
‘ settings, routing rules, and network relationships.
F ]

Configure system settings

Define |ocalsysten settings For Forefront TG,

& 4

la
Define deployment options

t Specify Forefront TG deployment sethings such as hovw this
Farefrant TG server teceives Mictosaft updates,

Help about the Getting Started Wizard

5

If you need to import Micresoft Internet Security and Acceleration (ISA) Server 2006
_I . configuration settings to this computer, you must do this before you run this wizard.

U oo

Adead %ﬁﬁasqj o @ F9i Ao
Configure network settings
-~ unisuSuuseaniiiisadestuinietis Fuesendsinesi
Lsaeuldsulinsauaued b # 5ifasdendu Edge firewall
Configure system settings
- Jumsiden TMG  boeo  113gegluseuu Domain  #39
Workgroup Falulsadewsnady Workgroup
Define deployment options
-~ JunsuSuussaniiniia

Fadmihaslaity Getting Started Wizard 1ilesanduedniden M Launch
Forefront TMG Management when the wizard closes Alisiosnnlatsiaunsaisentaain
FEmssiifie

AaNT Start > All Program -> Microsoft Forefront TMG -> Forefront TMG
Management zU31n)n 33U < losl
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Tz Adion Ven  llsp

B Forafront TMG

S (=155

e |imHElE][E3 0

2= Mirzzoft For=fort Trast Managemer
5] I'B Epre frend THME (N TH-PHRISTRTOSTY

] —

T, Mesr

rorefrant | Mi: (WIN-PENS16 408 11])

I'rowide Sccure Internet Acoess for
internal Users

—z¢ the Wieb Acceas Poicy Wizsre bo creabe
default web acczeg palicy fo your argatizador.
_ze the wizere end avalable setings bo conficure
~ew Forzfront | MU precects and mproves Wich
aooecs by 2pplying makwars rspecdzn, _RL
fltering, | TTP5 rspeciion and Web cachng

Secure your Drganiration's F-Mai

g b F-Mal Puin g Wiesre o alon secured
szrver to 3orver = mal Eattic, Precect your
"etwore by apclyng andurug and antspam Aters
ba L.

SR e R A O P W R T

< Forefront
Thrzat Manzgement Gateway 2010 standard
J/ Eoles Confiouration / Tasks w e %
= Caonfigure ¥Your Microsoft =
i Koles Configuration
%; Forcfront TMG Rolcs it
@1;1) —ze the links bolow to comfigu-c how FercTon: TMG |z:| Lamnch Gebirg Storte
orotects your networks, wailz alosg inbaund and Wiz=re
2o el leaffe
W:'-I T Brr -y

[ Lonfigure Array Fropetbee
G Aignn d i aliue Fes

Relater Tasks

|4 Export [Badk Up) aay
Configarston

() Import (Restore) Lrrav
Canfigraton

& Partiopate n Miroecft
Tderetry teportrg

=

[E}sml

- el

|
|slras 2o

U low

TuTURDULININTANITAUNUIAY Getting Started Wizard fAunaussil

¥
=1

Wizard

This wizard helps you define basic networking settings for
Forefront TMG. This indudes network IP settings, network
relationships, and routing rules. Advanced network settings can
be spedfied after completing the Getting Started Wizard,

To continue, dick Mext.

% Back

MNext = Cancel

U <oz

ne&

Tiundlueadnd Forefront TMG @UninNeat o 22inI6N9 Forefront Auun TAiung
lUpan? Launch Getting Started Wizard mnuvaneiay o Aaglaniiinie Getting Started
Wizard JUsy Uiy

Aanyl Configure network settings A¥WUMTIAIG Welcome to the Network
Setup Wizard #u3U <o
x|

Welcome to the Network Setup

wluy Useduang
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v

ne

Tindn Next audunisidngiuneunisidiensuuuuiesedny Tuiildendu Edge Firewall

AU <loe

Getting Started - Network Setup Wizard x|

Metwork Template Selection
Select the network template that best fits your netwark topology.

' Edge firewall

€ Sleq perimeter

" Back firewal

" Single network adapter

VPN Clients Network

Internal Network

this topology, Forefront TMG (Local Host) is deployed at the edage of the Internal netwark and has two
twork adapters, One adapter is connected to the Internal network, either directly or through a router
another firewall. Another adapter is connected to the External network (the Internet).

%( Back Next > Cancel

U <o

Aan Next agidumsidennisauauiildlunisiaunaiu Local Area Network (LAN) Settings

#13U <o

Getting Started - Network Setup Wizard x|

Local Area Network (LAN) Settings
Define the settings for the network adapter connected to your LAN,

IP address:
Subnet mask:
Default gateway:

DNS server:

Metwork adapter connected to the LAM:

I - |

Specify additional network topology routes {optional):

Network Destination

| MNetmask | Gateway | fdd, I

Edit... |
Remoye |

< Badk Next > Cancel

E‘U &.mo
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199 Network adapter connected to the LAN: WindnfaSewng| ™| 2ziideduinain
A15 Rename MUV be MALARBULIA A Internet AU LAN @99ibs1d@eaintaséde

ANunelen Ul oo

Getting Started - Network Setup Wizard i

Local Area Network (LAN) Settings
Define the settings for the network adapter connected to your LAN.

MNetwork adapter connectad to the LAN:

Internet Jj%
LAN

Subnet mask:

T
|
Default gateway: |
|

DNS server:

Specify additional network topology routes (optional):

Metwork Destination | Netmask | Gateway | fddi I
[ oo |
< Back Next > Cancel
E‘U &.me
Y A 4
Widen LAN aglanmusl <ol
Getting Started - Network Setup Wizard ll
Local Area Network (LAN) Settings
Define the settings for the netwerk adapter connected to your LAN,
Network adapter connected to the LAN:
g
IP address: | 192 .168. 1 . 1
Subnet mask: | 255 . 255 . 255 . 0O
Default gateway: |
DNS server: |
Spedify additional network topology routes (optional):
Network Destination | Metmask | Gateway | Add... I
Edit, . |
Hemove |
< Badk I Next > ‘I Cancel
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Getting Started - Network Setup Wizard L X[

Internet Settings
Set the Internet settings based on information from your Internet Service Provider (ISP).

Metwork adapter connected to the Internet:

nternet______________|\d

" Obtain an IP address automatically
* Uze the following IP address

IP address: 182 .93 .2¢1 . 222

Subnet mask: | 255 . 255 . 255 . 248

Default gateway: | 182 .93 241,217

DS server: | 203 146 . 15 . 3
< Back I MNext = I Cancel

g‘d &.enen

azwiulainludes Network adapter connected to the Internet: 2z1du Internet
FanAemsanauiinisitelidniveangdumedidn uazasiuidiniomunadeniuges
® Use the following IP address

Ay 1P gedlsuseugideues Faldnerliudinumntii bl Weuniwuneulanazusing

Y a A

Funnes widlsudeuleld ADSL Windnidend
® Obtain an IP address automatically Hunu
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Getting Started - Network Setup Wizard 3 X]

Completing the Network Setup
Wizard

You have successfully completed the Network Setup
Wizard, The network will have the following
configuration:

Metwork Topology S
Selected template: Edge firewsall
Local Area MNetwork (LAN) Settings
Associated adapter: LAN
IP address: 192,168,254, 100
Subnet mask: 255.255.255.0
Default gateway: 192.168.254.1
DNS server: 203.146.15.9

i o

To dose this wizard, dick Finish,

< Back Finish Cancel

W <o

wSaudliman Finish [Wudwasaludiuves Configure network settings

nduUsuuasludiuves Configure system settings 1A&n# Configure system
settings MU <.

X Getting Started Wizard i x|

Welcome to Forefront TMG!
To get started, follow the three steps below:

Configure network seftings

Define network settings for Forefront TMG, induding IP
settings, routing rules, and network relationships.

Configure system seftings
Define local system settings for Forefront TMG.

Define deployment options

Specity Forefront TMG deployment settings such as hiow this
Forefrant TG server receives Mickosaft updates,

Help about the Getting Started Wizard

. If you need to import Microsoft Internet Security and Acceleration {ISA) Server 2006
_l‘L configuration settings to this computer, you must do this before you run this wizard.
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NIV Welcome to the System Configuration Wizard anugu

&.no

Getting Started - System Configuration Wizard

Wizard

Forefront TMG computer.

should be available.

To continue, dick Next.

Help about the System Setup Wizard

Welcome to the System Configuration

This wizard helps you define local system settings for your

For successful completion of this wizard, netwark connectivity

|

= Back

Mext =

Cancel

U oo

\WeAdn Next Lieliand1 TMG boso 7ls1Anssvzegluszuy Domain (Active
Directory) #39 Workgroup Falusgaulsasouveausiagldidu Workgroup

Workgroup 13U <.ened

Getting Started - System Configuration Wizard

Host Identification
Enter the identification details for this Forefront TMG computer.

X]

Computer name; | wim-pivsIs FQSTC

~Member of

€ Windows domain: |

1 Workgroup: | workerOUP
Help about domain and workgroup membership

Changei .

Change...

r~Primary DN5 Suffix

DNS suffix:

" e In a domain, the primary DMS suffix is provided by the domain

|\ y| controller,

Change...

A

% < Back

Mext =

Cancel
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Configure system settings

etting Started - System Configuration Wizard _)ﬂ

Completing the System
Configuration Wizard

You have successfully completed the System Configuration
Wizard, The following settings will be applied:

Host Identification =]
Membership: Workgroup
Full host name: WIN-PKNII&GTQSTC

&0

1viman Finish  WusutasadunisusunaeludIues

< Back Finish Cancel

WU <o

a

Tunausionnlun1susuuss Define deployment options 13U &.aet Tin@ndl

Define deployment options

M Getting Started Wizard

Welcome to Forefront TMG!

To get started, follow the three steps below:

X

Configure network settings

"

W '

Define network settings for Forefront TMG, induding IP
settings, routing rules, and network relationships.

F a5 | ;

< W

Configure system settinas

Define local system settings for Forefront TMG.

18 |
r -
Define deployment options
I:> Spedfy Forefront TMG deployment settings such as how this
Forefront TMG server receives Microsoft updates.
i

Help about the Getting Started Wizard

. If you need to import Microsoft Internet Security and Acceleration (ISA) Server 2006
g I . configuration settings to this computer, you must do this before you run this wizard.

Close
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nUuarlanti1ee Welcome to the Deployment Wizard 3usnnisy .o

Getting Started - Deployment Wizard 1[

Welcome to the Deployment Wizard

This wizard helps you deploy Forefront TMG. This indudes
specifying update settings and joining the Customer Experience
Improvement Program.

To continue, dick Mext.

< Back I MNext = I Cancel

U o

indn Next agnuniisaliuiuusanis sUnneneg) ¥es TMG boeo MU €.co
wugrthliden © Use the Microsoft Update service to check for updates @3%unga3l
1187 TMG woeo 27N158UenHIU Windows Update Lut@gaiu Windows Server

Getting Started - Deployment Wizard N ]

Microsoft Update Setup
Use Microsoft Update service to help keep your computer secure and up to date.

Forefront TMG uses Microsoft Update service to keep Forefront TMG protection mechanisms up to date.
To receive these updates, select to use the Microsoft Update service, below.

|@ &' Use the Microsoft Update service to check for updates {recommended)

|@ ™ 1 do not want to use the Microsoft Update service

|®| If the computer is not connected to the Internet, configuring the computer to use
"W Microsoft Update may take several minutes.

Learn about managing definition updates for Forefront TMG
See the Microsoft Update FA
Read our Privacy Statement

< Back I Next > I Cancel
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Getting Started - Deployment Wizard

Forefront TMG Protection Features Settings

Use this page to activate licenses required for receiving updates and to enable Forefront

¥ Enable Malware Inspection
[+ Enable URL Filtering

L ! 4 The full URL string is sent to the service, using a secure connection.

TMG protection mechanisms,
—Network Inspection System (MIS)
License: IAcﬁvate complementary license and enable NIS j
What iz NIS?
~Web Protection
License: IActivate evaluation license and enable Web Protection j
Key: I Evaluation Expiration date: 18/18f 2558

If @B TheURL Filtering feature queries Microsoft Reputation Service for URL categorization.

Learn about updating license agreements

Read our Privacy Statement

< Back I Next > I

Cancel

U <o

Faluaruwas Network Inspection System (NIS) Tiidenidu
Activate complementary license and enable NIS
Tugunes Web Protection Tidenidu

Activate evaluation license and enable Web Protection

Y a &
waglaanidan

M Enable Malware Inspection (as29aeuintliavsesiawfanumsela)

[M Enable URL Filtering (ueonsiurdiumuanmy))
w@Saudalindn Next
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nuuarlantiieing NIS Signature Update Settings #1133y &.am

Getting Started - Deployment Wizard ] X

MIS Signature Update Settings
Use signatures of known vulnerabilities from the Microsoft Malware Protection Center to
detect and potentially block malicious traffic.

~Signature Set Update Configuration
Select automatic definition update action:

Automatic pelling frequency:

IEvery 15 minutes j
Trigger an alert if no updates are installed after this number of days:

—Mew Signature Set Configuration
Select the response policy for new signatures:

IMicroso'Ft default policy {recommended) _'J

I-/._H‘-I Signatures configured to respond in a way other than the Microsoft default are flagged for
"' attention on the NIS details pane.

Help about configuring MNIS

< Back I Next = | Cancel

U <.

FaAnuniavidusied

Select automatic definition update action:

Wy Check for and install definitions (recommended)

Automatic polling frequency (AMuunszazIalun158UeN)

i Every o& minutes muAsANEALe

Trigger an alert if no updates are installed after this number of days:
wiadewde NIS Lifin1ssuian)

e muanpniile

Select the response policy for new signatures:

WJu Microsoft default policy (recommended)

w@Sauaalindn Next aglauiihmsdanndunisiwunseauanusiuiosyninasiiu
lulasvens ynidesnstiuiiefulalaseens dsldunnsdstoyalulvinsdiiiinnisloud
Tnalq Tuszuvrenst wilufidsniden

® No, | don’t want to participate A1U§U €.c<
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Getting Started - Deployment Wizard L X

Customer Feedback

We invite you to join the Customer Experience Improvement Program to help us improve
the quality, reliability, and performance of this product.

This pregram collects anonymous information about your hardware configuration and how you use
Forefront TMG, without interrupting you, Microsoft uses the information to identify trends and usage
patterns.

If you choose to partidpate in the program, Web proxy dient access will be enabled on the Forefront
TMG Local Host netwark.

You can change your particpation choice after dosing this wizard. To do this, open the array properties
and modify settings on the Customer Feedback tab.

Mo information will be used to identify or contact you.

Learn more about the Customer Experience Improvement Program

" ¥es, I am willing to participate anonymously in the Customer Experience Improvement Program
(recommended)

&' No, I don't want to particpate

< Back I Next = I Cancel

U cee

w@Saudandn Next azlentieng Microsoft Telemetry Reporting Service #133U
<.c& laen
® None, No information is sent to Microsoft

Getting Started - Deployment Wizard . x|

Microsoft Telemetry Reporting Service
Select a participation level for Microsoft telemetry reporting.

If you choose to participate in Microsoft telemetry reporting, information regarding malware and other
attacks on your network is sent to Microsoft. This information helps Microsoft improve Forefront TMG's
ability to identify attack patterns and mitigate threats. In some cases, personal information may be
inadvertently sent, but Microsoft will not use the information to identify or contact you.

Select your level of participation:

" Basic
Basic information about potential threats induding their type and origin, as well as the response
taken, is sent to Microsoft.

¢~ advanced

In addition to basic information, information about potential threats in greater detail, induding traffic
samples and full URL strings is sent to Microsoft. This additional information provides Microsoft with
mere help in analyzing and mitigating threats.

& None. No information is sent to Microsoft

Read our Privacy Statement

< Back I Next > I Cancel
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w@5audIndn Next agldntisng Completing the Deployment Wizard susy
<o

Getting Started - Deployment Wizard N S|

Completing the Deployment
Wizard

You have successfully completed the Deployment Wizard,
The following settings will be applied:

Microsoft Update Service Settings -
Use Microsoft Update service when I chedk for updates
Protection Features Settings
NIS License: Activated
Web Protection License: Activated for Evaluation
Malware Inspection: Enabled
URL Filtering: Enabled
MIS Signature Set Update Configuration

-
4] »

< Back Finish Cancel

U <ao

Tiadn Finish 1Wun1siasadunisusuune ssuunagduntingng Getting Started
Wizard #ifhasesmnegny” sihdemnunmsuiuusiais e i figu .o

Ll Getting Started Wizard X

Welcome to Forefront TMG!
To get started, follow the three steps below:

Configure network settings

¥ 4
‘,‘r’( Define network settings for Forefront TMG, induding IP
settings, routing rules, and network relationships.
o Configure system settings
q’, | Define local system settings for Forefront TMG.,

Define deployment options
Specify Forefront TMG deployment settings such as how this
Forefront TMG server receives Microsoft updates.

Help about the Getting Started Wizard

You have successfully completed all the steps of the Getting Started Wizard. You are now ready
to define Web Access policy for your erganization.

¥ Run the Web Access wizard

Close
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WlaLsmanUn close A9xWumiF1g Welcome to the Web Access Policy Wizard

U <aw

Welcome to the Web Access Policy Wizard

This wizard helps you define:

- Web access for your organization

- Blocked URL categories and Web destinations
- Malware inspection settings

- HTTPS inspection settings

- Web caching settings

When you complete this wizard, Web access rules will be created.

To continue, dick Next.

I

< Back Next > Cancel

U e

AN Next aznunthadmsunsiiunglunisldnuiv anug cee

eb Access Policy Wizard —

Web Access Policy Rules
This wizard creates a default rule that allows all intemal users access to the Intemet. You can
also create a default blocking rule.

X

Do you want the wizard to create a default rule that blocks access to potentially malicious URL
categories?

+ Yes, create a rule blocking the minimum recommended URL categories
" No, do not create the rule for me

You can edit the default blocking rule or create your own blocking rule on the next page of
the wizard.

Help about URL cateqories %

< Back Nead > Cancel

U e

Ingunfszuvaziienagd ®vYes, create a rule blocking the minimum
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eb Access Policy Wizard ]

Blocked Web Destinations
Anule "Blocked Web Destinations” will be created. You can define exceptions to the nule on the
next page of this wizard.

[

Block access to these Web destinations:

GE'Anonymizers - Add
{5 Botnet
G?'_*"Criminal Activities
G?E'Gambling
GEHatefDisaiminaﬁon
GEIIIegaI Drugs
& Malid

Malidous

@E‘Ubsoenefl’asteless
[T =
al [ _'I_I

@0l Toapply URL filtering to rules using URL categories or category sets,
|\ Forefront TMG gueries the remotely hosted Microsoft Reputation Service.
The full URL string is sent to the service, using a secure connection.

Edits..

Hemove

il

Read our Privacy Statement

< Back Next = Cancel

U «.&o

a A

Fasraunsovziiuvseanvuinvyvedufideansazuden lnedidesnisiiunaing
Add... xiimivegesduin nul &.&o

x]

Destinations:

Mew = Edit... DCelete

[ Network Sets
| Computers
[ Computer %ts
[ Address Ranges
[ sSubnets
[ Domain Name Sets
[ URL Sets
[ URL Categories
[ URL Category Sets

fdd Close
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wilunsdfiunsvenslaidosild mzuAiiuguesyuy Aawnsaudentd
wa lidiaandn Add... Tindn Next sialulsias aglantsinanisimuninazslanisialy
d1unes Malware Inspection #i3slsi Fazdelvinannsansvaeudoyaidmuluslnnea
HTTP lerniisunsnousaniol feszuufidend

® ves, inspect Web content requested from the internet
ogudn flddondliisudensud  wenmndumnisiliFesnmslililuadodroniniinan
TWdUseinn archive wu zip rar %38 .bzip Aildfinisldsiarnu Alvsndnidentudae anu
U «do

eb Access Policy Wizard 7 x|

Malware Inspection Settings
With mahware inspection enabled, HTTF content requested from the Intemet is scanned for
malware, such as viruses and spyware.

Do you want to apply malware inspection to the rules created by the Web Access Policy Wizard?

™ Mo, do notinspect Web content requested from the Internet
' Yes, inspect Web content requested from the Internet

[ Block encrypted archives (for example, .zip files). Such files may contain encrypted viruses
capable of bypassing antivirus signatures.

a N To apply malware inspection to other rules, you must enable this feature in the rule properties.

Help about malware inspection

< Back Next > Cancel

U <o

w@Sauaaliinan Next aglemtane azidendanisldaiu HTTPS Inspection wseld a1
5U €& 3 HTTPS Inspection aztelismsrnaeuteyaiaaefuriuluslnaea HTTPS
1§ Fawenanazasiaaeulafands  HTTPS Inspection Ssanunsonsiaaeuluiusenas
Vules wse Digital Certificate 31gnsisanselidnsie udlunisvinszuuiesedievensl
Benil

® Do not inspect HTTPS traffic and do not validate HTTPS site certificates.
Allow all HTTPS traffic.
w@5audandn Next aglanugy «.ee
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Web Access Policy Wizard N x

HTTPS Inspection Settings
Forefront TMG can scan HTTPS traffic and block content that is not in compliance with policies
and fiters.

% Allow users to establish HTTPS connections to Weh sites

" Inspect HTTPS traffic and validate HTTPS site certificates

1" Do not inspect HTTRS traffic, but validate the HTTPS site certificate, Blodk HTTPS trafficif the
certificate is not valid.

¥ Do not inspect HTTPS traffic and do not validate HTTFS site certificates. Allow all HTTPS traffic.
" Do not allow users to establish HTTPS connections
Enabling HTTPS inspection may have legal implications. You should verify if using this protection

i l *.  isin compliance with your corporate policy.

Help about HTTPS inspection

< Back Next > Cancel

U <&

Ix

eb Access Policy Wizard .

Web Cache Configuration
With caching configured, frequently accessed Web content is stored in the cache.

[ Enable the default Web caching rule

Configure cache drives used for Web caching:

Server | Cache Size (all disks) | Free Space (all disks) I Cache Drives,.. |
0 MB

WIN-PENIIGFOSTC 8893 MB

The first time you select this option, the wizard creates a Web caching rule enabling the caching of
content requested from the Internet.

Help about Web caching

< Back Next > Cancel
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FBnnsheadniivu Cache Drives... 9lingy «.¢¢

Define Cache Drives |

Cache Drives I

| WIN-PKNSIEFQSTC

Drive Type Disk Space ... | Free Space..."ache Size ...

Maximum cache size (MB): | 0 Set

Total disk space on NTFS drives (MB): 20377

Current total cache size (MB): a

4 I Cancel Amply |

U ee

@ws1TnsATudULenaIN C 1AaNsaldenwIsATUNARIn sAULAYle) Tudes

1 a {

Maximum cache size (MB): fiviunalageanfs se&nd LaInaniivu Set
MUzl &.&o ldAuaiiies ecbe Wity

Define Cache Drives i x|

Cache Drives |

| WIN-PKNSISZQSTC

Drive |Type |Didc5paoe...|FreeSpace...|Cache§ze...
G: MTFS 20377 7869 1024
Maximum cache size (MB): 1024

Reset |

Total disk space on NTFS drives (ME): 20377
Current total cache size (MB): 1024
oK Cancel Apply
U e&s
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w@5audInalu Apply wag OK Aagldnugy < e

EEEE————————————————
Web Access Policy Wizard x|

Web Cache Configuration
With caching configured, frequently accessed Web content is stored in the cache.

¥ Enable the default Web caching rule

Configure cache drives used for Web caching:

Server | Cache Size (all disks) | Free Space (all disks) I Cache Drives... I

WIN-PKNSIE7QSTC 1024 MB 8894 MB

The first time you select this option, the wizard creates a Web caching rule enabling the caching of
content requested from the Internet.

Help about Web caching

< Back Mext Cancel

U <.&w

wasnuuliaanUy Next aeldnugy «.ew

eb Access Policy Wizard

Completing the Web Access Policy
Wizard
You have successfully completed the Web Access Policy wizard, When

you dick Finish, access rules applying this policy will be created and the
following settings will be applied:

Ix

Access Rules Created: =]
Blocked Web Destinations
Allow Web Access for All Users

URL Filtering:

Enabled

Malware Inspection:
Enabled

HTTPS Inspection:
Disabled

Web Caching:
Enabled

4 o

To apply the configuration and dose the wizard, dick Finish.

< Back I Finish I Cancel
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Wis1Aan Finish agldntisinemugy < .ee
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Sz Actien  Yew Hop
tls et ? Rl FERIE OO

= Mirozott Forotort Toroot Manacemal
BEF=F orefront THME (WIH-PISLG70STY

Tz, Mot Forafront TMG (WIN-PKNSISFQSTC)
< Forefront
Thrzat Manzgerment Gateway 2010 standard

Conflgure Your Microsoft Forcfront TMG Roles
Jzc the lida bzlow to configuc how ForeTon: TMG pratocts vour nctworda, whils dlowirg
nbound and sutbcund netaerk tafic.

Provide Sacure Internat Mcoess for Internal Users
—ze the Wich Acceas Meicy Wesre bo create defauls wieb Socess pebey for yeur N
organiz=tion. Uzz the wizad and avalable sattngs to corfigors how Forefont THG
arotects ane meroves Web access by acplyng melware insoection, URL Ritering, | TTPS
nepacten and Wed cacing.

Becure your Urganzation’s E-Mad

—ze the E Mal Poicy Wizzre bo alew sceured server o serves ¢ mail ratic, “rotzct vour
"etwor< by apclyng andvirue and antepar Aters to botn ncoring a~d cutgeirg mal
weszicg e el a e himenls, aned by sty g e Ll el messopes

Usz the Inbusion Prevention System to Probect Your Hetwork from
Attacks

U <éw

N <& Winandu Apply Feiintiiienugd & oo Usngun

Forefront TMG Warning

. Changes wil be applied only after the following services are
i l"~ restarted:

Microsoft Forefront TMG Firewall

¥ Save the changes, but don't restart the services
The changes will be applied only after you manually restart
the services.

{" Save the changes and restart the services

Changes will be applied after the services restart, This may
take several minutes. Any stopped services should be
manually started.

84 Cancel |
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nulvingn OK azinisinanusy oo

Configuration Change Description A

Type a description for the applied changes. The description is displayed in the change tracking entry.

Change description:

Export... | You can dick Export to back up the entire configuration
before applying the changes.

™ Do not show this prompt again

Apply I Cancel

U &b

indn Apply azUsInguinsanugy ol

Saving Configuration Changes

ﬂ The changes were saved to the Configuration Storage. Check oK |
B configuration status to verify that chanaes were applied to all array
members.

|

Existing dient connections will be reevaluated according to the new
configuration. Client connections not matching the newly enforced policy
will be dropped,

U <ol
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